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Pre-Requisites: Complete these steps before running the Self Install Tool

Getting Started:

a.

You WILL need ADMIN permission on your computer to perform activities while running the Self Install Tool like
installation of Java (JRE), setting up the register and installing drivers on your computer. Login to your
computer as an Administrator for those tasks. Non-Admin users can still access the Tool and test their
peripherals.

Note that activities such as installing or uninstalling Java (JRE) will require you to restart the computer.

Check all the USB ports of your Computer, if you see any existing devices such as Signature Capture or

Scanner, please go ahead and disconnect from the USB Port. Ensure that before you launch the Self Install Tool
for any setup all USB ports are kept free or open. [You can reconnect your existing devices once you have
successfully completed the steps specified in Self Install Tool].

When using a desktop, use the USB Ports available on the back panel of the Computer.

Connect the devices (Scanner/Signature Capture) only when Self Install Tool is instructing you to do so.

The screen shots included below (from IE11) are for reference only. There may be slight variations on the steps

depending on the IE version installed on your machine. Please contact your IT administration team for any
further help.

Download and install the OPUS Self Install Tool while logged in as Administrator role on your computer.

Section 1: Internet Explorer Compatibility Mode Settings:
a) Launch the Internet Explorer (IE) browser on your computer

b) Goto IE, Tools menu, Internet Options menu, and in the Browsing History section, uncheck the
box labeled ‘Delete browsing history on exit’ and click on “Apply” button.
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General | Security I Privacy | Content I Connections I Frograms I .Advanced|

Home page
l/? To create home page tabs, type each address on its own line.

https:/fopus.att.net -

[ Use current ] [ Use default H Use new tab

Startup

) Start with tabs from the last session

Start with home page

Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and
web form information.

Delete browsing history on exit |

[ Delete... ] [ Settings ]

Appearance

’ Colors H Languages ][ Fonts H Accessibility ]

@ Some settings are managed by your system administrator.

T [

c) Select Tools/Compatibility View Settings

% http://insider.web.att.com/

File Edit View Favorites Help

= m] Suggested Sites v | Delete browsing history... Ctri+Shift+Del &
InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection
ActiveX Filtering =

Fix connection problems...
Reopen last browsing session
Add site to Start menu

View downloads Ctrl+)
Pop-up Blocker 4
SmartScreen Filter &
Manage add-ons

Compatibility View settings E

Subscribe to this feed...
Feed discovery r

Performance dashboard Ctrl+Shift+U
F12 Developer Tools 1

Report website problems
Internet options
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d) Select the two checkboxes as shown below.

Compatibility View Settings . ﬁ

Rh Change Compatibility View Settings

Add this website:

Websites you've added to Compatibility View:

att.com Remove
att.net

Display intranet sites in Compatibility View
Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

e) Now type http://*.att.com into the ‘Add this website’ field as specified below and click on Add

button. Repeat to add http://*.att.net.

Compatibility View Settings &

m Change Compatibility Wiew Settings

Add this website:
http://*. att.com Add

Websites you've added to Compatibility Views:

Remowve

Display intranet sites in Compatibility View

Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

AT&T Proprietary (Internal Use Only)
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f)  Your final setting should look as below.

Compatibility View Settings @

m Change Compatibility View Settings

Add this website:

Add

Websites you've added to Compatibility Wiewr:

att.com Remove
att.net

Display intranet sites in Compatibility Wiews
|| Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

g) Now, click on the close button.
h) Restart Internet Explorer.

i)  You will need to make this same update for all user accounts on your computer.

j)  Besure to log off and back on instead of selecting ‘change user’. If you change your IE version,
restart your computer then recheck Compatibility View on all user accounts.

Section 2: Internet Explorer Trusted Site Setup:
a) Launch the IE browser.

b) Select Tools/Internet Options as shown below.
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‘% ‘ %} http://insider.web.att.com/

File Edit View Favorites

=3 | suggested Sites v

Help
Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session
Add site to Start menu
View downloads

Pop-up Blocker
SmartScreen Filter

Manage add-ons
Compatibility View settings
Subscribe to this feed.

Feed discovery

Performance dashboard
F12 Developer Tools

Report website problems
Internet options

| General | Security ‘ Privacy | Content | Connections | Programs | Advanced|

Select a zone to view or change security settings.

@ & /10

Internet Local intranet | Trusted sites Restricted sites
Trusted sites
This zane contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

| content

- Unsigned ActiveX controls will not be downloaded

D Enable Protected Mode (requires restarting Internet Explorer)
Custom level... Default level

’ Reset all zones to default level I

@ Some settings are managed by your system administrator.

[ oK H Cancel H Apply

l

AT&T Proprietary (Internal Use Only)

d) Uncheck the check box "Require server verification (https:) for all sites in this zone".

c) Select the Security tab, then “Trusted Sites” and click on “Sites” button as shown below.

EE——— O =
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General | Security | Privacy I Content I Connections I Programs I Advancedl

Select a zone to view or change security settings.

@ &« v O

Internet Local intranet  Trusted sites Restricted sites

Trusted sites
P

This zone contains websites that you

——— ===

J You can add and remove websites from this zone. All websites

-
Trusted sites

in this zone will use the zone's security settings.

Add this website to the zone:
| Add

VWebsites:

Remove

)

1

|| Require server werification (https:) for all sites in this zone I

E i

e) Under “Add this website to the zone”:

* type http://*.att.com and click “Add”
type https://*.att.com and click “Add”
type, http://*.att.net and click “Add”
* type https://*.att.net and click “Add”
Click “Close”. The “Apply” and “Ok”

Page 9 of 39
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| General| Security ‘ Privacy | Contentl Connections | Programs | Advanced|

Select a zone to view or change security settings.

@ &4 v O

Internet Local intranet  Trusted sites Restricted sites
Trusted sites
_ f This zone contains websites that you
Trusted sites Ié]

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:
Add

Websites:

http://*.att.com - Remove
hitp://=.att.net B
hitps://*.att.com :
https://*.att.net

-

@{equire server verification (https:) for all sites in this zone

L

f)  Now click on close button.

g) Then click OK or Apply button on the “Internet Options” dialog box.
h) You are done with Trusted Site setup.

i) Restart Internet Explorer.

j)  You will need to make this same update for all user accounts on your computer. Be sure to
logoff and back on instead of selecting ‘change user’. NOTE: If you change your IE version,
recheck Trusted Sites settings.

Section 3: Internet Explorer Turning Off Popup Blocker
a) Launch Internet Explorer.

b) Inthe Tools menu, select Pop-up Blocker then “Turn Off Popup blocker” as shown below.

c) You will need to make this same update for all user accounts on your computer. Be sure to
logoff and back on instead of selecting ‘change user’.
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% http://insider.web.att.com/

View Favorites Help

ggested Sites ¥ Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P

fg HROneStop @ Webphone

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen |ast browsing session
Add site to Start menu

e Werpioyec o

S UNITS ‘ EXTERNAL SITES

View downloads Cirl+)
Pop-up Blocker 4 Turn off Pop-up Blocker
SmartScreen Filter 4 Pop-up Blocker settings

Manage add-ons -

Compatibility View settings I l ; I ‘ r
Subscribe to this feed...

Feed discovery 4

Performance dashboard Ctrl+Shift+U

F12 Developer Tools T&T Org News | Future Re:

Report website problems
Internet options

Section 4: Internet Explorer Turning Off Enterprise Mode
a) Launch Internet Explorer.
b) Inthe Tools menu, uncheck “Enterprise Mode” if it is checked.

@ https://connect?.uc.att.com/EventEntry/Web: © - & ¢
—

File Edit VWiew Favorites Help
= a Retail Config Portal :.:Sp Delete browsing history... Ctrl+Shift+ Del
InPrivate Browsing Ctrl+Shift+P

v Enterprise Mode

Turn on Tracking Protection

Section 5: Internet Explorer Manage Add ON'’s
a) Launch Internet Explorer.
b) Inthe Tools menu, click on “Manage add-ons”

AT&T Proprietary (Internal Use Only) Page 11 of 39
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m @ stostink D e )2 bt bage -

o DU O PINATH KEERTHANA . B Your Workplace Reserat. ) ACLOIVY ) et Commander (] Hoeme - i Techracal S WEDAT Nt higee Sty [T @

Trcgen Lot biowsng teipssn

Pep w5 Becio
View dowricadt il
4 Maagendd-om

Compaiity Vivw sefingy
£ o Al

Techen '

faphoe bany ’

Choose Show: All add-ons from dropdown list box
Manage Add-ons ﬂ

View and manage your Internet Explorer add-ons

Add-on Types

& Toolbars and Extensions
j"-.;' Search Providers
@A(:e\eratcrs

© Tracking Protection Loocking for Toolbars and Extensions...
W Spelling Correction

Show:
All add-cns -

Select an add-on to modify status or view details.

Scroll to the end and ensure all Oracle add-ons are enabled (your list may contain different versions of Java

plugins)

Oracle America, Inc.
Java(tm) Plug-In 2 S5V Helper Oracle America, Inc. Enabled
Java(tm) Plug-In S5V Helper Oracle America, Inc. Enabled
Java Plug-in 11.152.2 Oracle America, Inc. Enabled
Java Plug-in 1.6.0 Oracle America, Inc. Enabled
Java Plug-in 1.8.0 Oracle America, Inc. Enabled
Deployment Toolkit Oracle America, Inc. Enabled
AT&T Proprietary (Internal Use Only) Page 12 of 39
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Section 6: Enable SSL and TLS settings in Java
a) Start -> Control Panel -> Java -> Advance — as shown below screen shot
b) Inthe Advance menu, make sure below SSL and TLS checkbox is checked

=
|£| Java Control Panel e

@ All certiicates in the chain of trust
7 Do not check (not recommended)
Check for signed code certificate revocation using
1 Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocal {OCSF)
(@ Both CRLs and QCSP
Perform TLS certificate revocation checks on
() Server certificate only
) All certificates in the chain of trust
-(7) Do not check (not recommended)
Check for TLS certificate revocation using
-7 Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocal {OCSF)
(@ Both CRLs and QCSP
Advanced Security Settings
----- [ Enable the operating system's restricted environment (native sandbox)
Use certificates and keys in browser keystore =
Enable blacklist revocation chedk
- Enable caching password for authentication
----- || Use SSL 2.0 compatible ClientHello format

m

Miscellaneous

----- [] Store user settings in the roaming profile

----- |:| Place Java icon in system tray

----- [ Suppress sponsor offers when installing or updating Java

Section 7: Enable SSL and TLS settings in Internet Explorer

a) Launch internet explorer -> Tools -> Internet Option -> Advance
b) Inthe Advance menu, make sure below SSL and TLS checkbox is checked

AT&T Proprietary (Internal Use Only)
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Internet Opticns [ilg

General I Security I Privacy I Content I Connections I Program* Advanced I

Settings

Enable memory protection to help mitigate online attacks“E|
[[] Enable native XMLHTTP support

[ Enable smartScreen Filter

[ Enable Strict P3P Validation™

| Send Do Mot Track requests to sites you wisit in Internet E
Use 55L 2.0
Use SSL 3.0
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
|| Warn about certificate address mismatch™

wWarn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does

< T | »

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset
condition. =

¥ou should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

[ ok | [ cancal | apply

Section 8: Computer failed Pre-Requisite checks in the Self Install Tool
Upon launching the Self Install tool, your computer will be evaluated for the proper Java and Internet Explorer
settings which are listed here in Section 1 thru Section 7.

a) If yousee ared X for any of the three pre-requisite categories on the home page of the Self Install Tool,

follow the instructions given on the page and the Tool will walk you through the necessary steps.

-
= OPUS Self Install Tool - QC7 EAQHelp €
Welcome to OPUS Peripheral Installation Wizard
) 3AVA ORE)
This tool will help you install software, peripheral devices and run diagnostics to test the
connected devices such as the Signature Capture device and the multi-purpose Scanner
used to scan drivers license, FAN discount proof of employment, and barcodes.
" System Information
’ Signature Capture Microsoft Windows 7 Professional - 64-bit

Internet Explorer 11.0.9600.19129, Google Chrome 69.0.3497.100
Register Identifier: DIN46228LSP06044
Machine Name: GACDTLO35W0455

Java: JRE 1.8.0_77 - Active

Pre-requisite checks:
v Java (JRE) version verified
< [IE settings not verified

v~ Java (JRE) settings verified

A Click here to solve pre-requisite check failure.

AT&T Proprietary (Internal Use Only) Page 14 of 39
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b) You must end up with three green checkmarks for the Pre-Requisite check section before proceeding.

g OPUS Self Install Tool - QC7 FAQHelp

Software

Welcome to OPUS Peripheral Installation Wizard

P JAVA (ORE)
This tool will help you install software, peripheral devices and run diagnostics to test the
connected devices such as the Signature Capture device and the multi-purpose Scanner
used to scan drivers license, FAN discount proof of employment, and barcodes.

F——
Devices

System Information
} Signature Capture Microsoft Windows 7 Professional - 64-bit
Internet Explorer 11.0.9600.19129, Google Chrome 69.0.3497.100
Register Identifier: DIN46228LSP06043
Machine Name: GACDTL02MJ481D

Java: JRE 1.8.0_152 - Active

Pre-requisite checks:
v Java (JRE) version verified
v~ IEsettings verified

v Java (JRE) settings verified

Troubleshooting:

Read the following instructions before attempting to troubleshoot any issues.

a. OPUS is supported on a range of Java versions and the OPUS Self Install Tool will check your computer to look
for an OPUS-compatible Java (32bit) version and assist with install of eligible version if necessary.

b. You WILL need ADMIN permission on your computer to perform activities like installation of Java (JRE), setting
up the register and installing drivers on your computer.

As a best practice we recommend restarting your computer after any installing or uninstalling of Java (JRE).
Use the USB Ports available on the back panel of the Computer Desktop.

Connect the Scanner and Signature Capture device only when Self Install Tool is instructing you to do so.
Do not connect the Signature Capture Device or Scanner to a USB HUB.

Q@ ™ 0o a o

Do not connect the Signature Capture Device or Scanner to ports of a laptop docking station.

Checklist to complete BEFORE starting Troubleshooting:
1. Open the folder C:\\Windows\Sun\Java\Deployment.

2. If you see ‘DeploymentRuleSet.jar’ file, please delete this file.

AT&T Proprietary (Internal Use Only) Page 15 of 39
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[E=EIE)
@vv‘ » Computer » OS(C:) » WINDOWS » Sun » Java » Deployment ~ [ %2 [ Search Deployment r)
Organize +  Includeinlibrary v Sharewith v Bum  New folder =~ M @
- Name Date modified Type Size
1% Computer 3 - i
] deployment.config CONFIG File 1ke

& os@@

apps
@ app! excepti T 1 KB

backi .
& e 1] DeploymentRuleSet 10/20/2014 11:01 Executable Jar File S KB
el

@ Drivers
Hotfix
Intel
Perflogs
Program Files
Program Files (86)
ProgramData
SelfInstallFolder

PROPERTIES File 1KB

=] deployment

.

Temp
tests

. Users
WINDOWS

€ Network

4 items

]

Complete the instructions specified in “Section 1: Internet Explorer Compatibility Mode”
Complete the instructions specified in “Section 2: Internet Explorer Trusted Site Setup”

Complete the instructions specified in “Section 3: Internet Explorer — Turning off Popup Blocker”
Complete the instructions specified in “Section 4: Internet Explorer Turning off Enterprise Mode”
Complete the instructions specified in “Section 5: Internet Explorer Manage Add ON’s”

Complete the instructions specified in “Section 6: Enable SSL and TLS settings in Java”

W PN U kW

Complete the instructions specified in “Section 7: Enable SSL and TLS settings in Internet Explorer”

Computer Hostname Setup Errors:

1. Error in Self Install Tool, ‘Invalid Dealer Codes Have Been Found’ (NOTE: LSP users only)

a. This error message will appear if an invalid dealer code was entered, meaning the code was not
found associated to an OPUS location, or if the dealer code has already been set up for the signature
capture device on this computer.

b. Select Re-enter code(s) button to enter one or more different dealer codes or Continue with valid
code(s) that passed validation
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Store Details > Finish

Invalid Dealer codes have been found.
‘You may choose to proceed with the valid codes that were found or re-enter and submit the form again.

Invalid Dealer Code(s): AGOSL
Dealer Code(s) already setup: T2R&V,DMLLL

Would you like to continue with below valid codes?
Dealer Code(s): T2R6V

Cancel Continue with valid code (s)

2. Error in Self Install Tool, ‘Register Setup failed for at least one store’ (NOTE: LSP users only)
a. This error message will appear if one or more dealer codes failed the setup process.
b. Select Setup Additional Stores button to re-try the failed Dealer Code or enter a different one.

OPUS Self Install Tool - QC7 EAQHelp €

Your Host Name setup is successfully completed.
Your computer setup is notified to AT&T.

-
=
N

Registered Store Information

T2REV LSPOS LSP HYBRID FFL

LSPOS LSP HYBRID NFFL

A Register Setup failed for at least one store.
Store Number(s):  LSP10

Setup Additional Stores

Page 17 of 39
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3. Error in Self Install Tool, ‘Unexpected Error Occurred’
c. If this error message appears, use the Close button and restart the Self Install Tool to retry the setup.
d. If the error continues, open an RSS helpdesk ticket.

OPUS Self Install Tool - QC7 EAQHelp

A

Unexpected Error Occured

“(.

Please click ‘Close’ to abort.

Close

OPUS Login Errors

1. OPUS Login Error, “Unauthorized Access Detected...”

OPUS

Unauthorized Access Detected!

Register HostName : GACDTLO111709x
Reason : The OPUS url for your register is opus-qe7 web att com, however the requested url is zldv6418 vci att com

Please click on the following link

https://opus.att.net

a. To get to the OPUS Global Login page:

e Authorized Retail users click the URL link provided in the error message, or type the
following into your browser: https://opus.att.net

e LSP Users type the following into your browser: https://opus.att.net

b. You will need to either edit your OPUS bookmark or desktop icon to ensure that the exact
URL listed here is used, with no trailing characters at the end of the URL address.
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2. OPUS Login Error, “OPUS is unable to find an appropriate region URL that matches your register
hostname”

a. Close all IE browsers and open a new one
Authorized Retail users - Type in the OPUS URL: https://opus.att.net
LSP Users - Type in the OPUS URL: https://opus.att.net

This should take you to the OPUS Global Login page, then edit your OPUS bookmark or

desktop icon to ensure that only this exact URL is used, with no trailing characters after the
URL address.

o

o

3. OPUS Login Error, “Unable to log you into OPUS at this location/register.....”
a. This errorindicates you have selected a Dealer store (Dealer Code) that you have not been
given access to. Each Dealer Principal or Delegate manages their employees in the Seller

Portal and assigns employees to stores, which gives them access in OPUS.

b. Asavalidation step, have another store employee attempt to login to the store on the same
PC. If another employee can access this store on the same PC, then contact your Manager to
get added to the store through the Seller Portal update process. If no store employees can
login on the PC and all are getting the error, open a Helpdesk ticket.

g atat

Welcome to OPUS

Unable to log you lato OPUS at this location /register Plasse
contact the Heipdesk

OPUS Logn

ect Store: [~Select One— v/

Login

Privacy Polcy AND Lagal Motices © 2011 ATAT Knowiecge Venturas. All mghts
reserved

S2011 ATET Knowedge Vertures. All nghts reserved. ATAT 30¢ the ATAT logo
are bademarks of ATST

Only). ot & -
reten ag
Data may "=
o to and <

Cortracts ATRT may perodically momtor 3nd/or sudit sy3tem acess uSage
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4. OPUS Login Page shows a blank screen
If a blank page is shown after entering your user name and password on the OPUS login page and
clicking on login button or if a blank screen is shown instead of the OPUS login page, follow these
instructions. (This could be as the Admin login or as the Non-Admin login.)
Step 1: Complete the instructions specified in “Section 1: Internet Explorer Compatibility Mode”
Step 2: Complete the instructions specified in “Section 2: Internet Explorer Trusted Site Setup”
Step 3: Complete the instructions specified in “Section 4: Internet Explorer Turning off Enterprise
Mode”
Step 4: Complete the instructions specified in “Section 6: Enable SSL and TLS settings in Java”
Step 5: Complete the instructions specified in “Section 7: Enable SSL and TLS settings in Internet
Explorer”
Step 6: Check Internet Explorer “Add-ons”:
a) Launch Internet Explorer
b) Select Tools/Internet Options
c) Click on Programs tab then “Manage Add-ons” button
d) Select “All add-ons”
e) Enabled Java Plug-ins.
Step 7: Retry logging into OPUS. If you still see a blank screen, continue with the following
steps.
Step 8: Go to IE / Tools / Internet Options / Security and click to select the green checkmark for
Trusted Sites, then click on “Default level”. Use the scroll bar on left side to choose “Medium-
Low” and Apply. This will apply only to Trusted Sites. See the following screen shot:

Internet Option:

General | Securtty | privacy | Content | Connections [ Pragrams | Advanced|

Select a zone to view or change security settings.

a ﬁ-‘ «" ®

Internet Local intranet | Trusted sites  Restricted sites

Trusted sites
/ This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All
Medium-low
- Appropriatd for websites on your local network
(intranet)
- - Most contefit will be run without prompting you
- Unsigned ArtiveX controls will not be downloaded

- Same as Medium level without prompts

[ ] Enable Protected Mode (requires restarting Internet Explorer)

| custom level.. || Dpefault level |

[ mesetall zones to defauit level |

@  some settings are managed by your system administragpr
oK cancel Apply rl\
1

Step 9: Retry logging into OPUS. If you still see a blank screen, continue with the following steps.
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Step 10: Log off and log on as an Administrator. Create a new Windows profile for your
computer, log off and log back on as that user, then repeat steps 1 through 10 above in this
troubleshooting list.

5. OPUS Login Page shows, “Redirecting to External Site”
After entering your user name and password on the OPUS login screen, you get a white page with the
message, ‘Redirecting to External Site’.
Step 1: Follow instructions for Troubleshooting #4 above, “Blank screen.....”.
Note: If you still experience the same error as “Redirecting to external site” contact your
IT Administration team to check the user profile permissions on your computer and possibly

create a new user account or check if re-imaging is needed.

6. OPUS Login warning message
If you are attempting to login to OPUS (Authorized Retail at https://opus.att.net and LSP at
https://opus.att.net), and you get any warning message similar to below regarding
“Unsupported Java version” , it means the Signature Capture and Scanner connected to your

computer may not work in OPUS due to an unsupported version of Java on the machine. If you
have an IT department, contact them for assistance. You can also run the OPUS Self Install Tool
to view your Java status and if status shows a red ‘X’ on the home page of Self Install, follow
instructions to resolve.

Message from webpage ﬂ

Unsupported Java (JRE) v.1.8.0_51 detected.Unable to load the

' % peripheral applet. if you have Peripherals connected to your
machine Peripherals will not be usable. To remedy, contact your PC
Support. Click OK to continue your login.

OK

7. OPUS Login Page Requesting Dealer Code Entry (NOTE: Authorized Retail users only)
If you are attempting to login at https://opus.att.net , and you get following page asking you to enter the
dealer code, it means that your computer is not setup correctly to use the Signature Capture and

Scanner device.

AT&T Proprietary (Internal Use Only) Page 21 of 39

Not for use or disclosure outside the AT&T companies except under written agreement October 2018



http://opusld.att.com/
https://opus.att.net/
https://opus.att.net/
https://opus.att.net/

Welcome to OPUS ‘

OPUS Login

You have the following two options:

a) Enter the dealer code and click on “Next”. This will allow for successful login into OPUS but the
Signature Capture/Scanner devices will not work.

b) You will have to close Internet Explorer, and launch Self Install Tool to go through the setup
process.

8. PERIPHERAL INSTALL AND TESTING ERRORS

8.1 Java Script Errors while Testing Peripherals
Step 1: Complete the instructions specified in “Section 1: Internet Explorer Compatibility Mode.”
Step 2: Complete the instructions specified in “Section 2: Internet Explorer Trusted Site Setup”.

Step 3: Complete the instructions specified in “Section 4: Internet Explorer Turning off Enterprise
Mode”.

Step 4: Complete the instructions specified in “Section 6: Enable SSL and TLS settings in Java”.

Step 5: Complete the instructions specified in “Section 7: Enable SSL and TLS settings in
Internet”.

Step 6: Check Internet Explorer to check Add-ons”:
a) Launch Internet Explorer
b) Select Tools/Internet Options

c) Click on Programs tab then “Manage Add-ons” button
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d) Select to show “Currently loaded Add-ons” and ensure that you have a Java plugin
and it shows as enabled in the status column.
Step 7: Retry the Self Install Tool. If you still see JavaScript error when testing peripherals,
continue with the following steps.
Step 8: Go to IE / Tools / Internet Options / Security and click to select the green checkmark for
Trusted Sites, then click on “Default level”. Use the scrollbar on left side to choose “Medium-

Low” and Apply. This will apply only to Trusted Sites.

General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & /|0

Internet Local intranet | Trusted sites Restricted sites

Trusted sites
e
This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Alloweed levels for this zone: All

Medium-low
- Appropriatd for websites on your local network
(intranet)
= - Most contefit will be run without prompting you
- Unsigned AttiveX cantrols will not be downloaded
- Same as Medium level without prompts

[ ] Enable Protected Mode (requires restarting Internet Explorer)

[ custom level.. | [ pefoultlevel |

[ Reset all zones to default level I

@ some settings are managed by your system administrayoTs

oK Cancel Apply ”

Step 9: Retry logging into Self Install Tool. If you still see JavaScript errors while testing
peripherals, login to PC as Administrator and Launch Self Install Tool and complete the Java/JRE
install steps. Repeat step 3 above in this troubleshooting list and retry the tests.

8.2 Blue Dotted Circular Progress Bar (spinning blue dots) exceeding 2 minutes while
testing Peripherals
Step 1: Double-check that you have plugged in the peripheral device to the USB port in the back
panel of your desktop computer. If not, close the Tool, move the devices connection, and retry.
Step 2: Leave the peripheral connected to PC and reboot. Then open the Tool again and retry
the test. (Note that this symptom occurs most often on brand new or reimaged machines.)
Step 2: If restarting did not work, then follow instructions for Troubleshooting #8.1 above, “Java
Script Errors in Self Install tool while testing peripherals “

8.3 “Device driver failed to Install” error during the device driver download of drivers
Step 1: Click on Finish button and close Self Install application.

Step 2: Restart your computer.

Step 3: Locate the folder C:\SelfInstallFolder.

Step 4: Delete any files specified below, if present
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Motorola_CoreScanner_Driver_64bit.exe

Motorola_CoreScanner_Driver_32bit.exe

IngenicoUSBDrivers_2.60_setup.exe
Step 5: Start Self Install Tool and try installing driver again.
Step 6: If you still see the issue, check your network speed/bandwidth, if the internet speed is
lower you will have to retry at later time when you have sufficient internet speed for successful
download of the driver files within Self Install Tool.

8.4 “Common Files Copy Failed” error during the device driver download of drivers

% OPUS Self Install Tool EAQ Help X

A\

Common Files Copy Failed

Unable to continue. Please click Close’ to abort.

————

Step 1: Close Self Install application.

Step 2: Go to Control Panel\All Control Panel Items\Program and Features

Step 3: Look for Att.RetailApps.RC.SelfInstall. Select and Click Uninstall

Step 4: Restart your computer

Step 5: Revisit the URL and download the Self Install Tool again and start the process from the

beginning

9. Internet Explorer RSA Soft Token Toolbar
If you have taken steps to un-install Internet Explorer and reinstall the AT&T recommended
version of Internet Explorer, make sure the RSA Token Toolbar is still visible.
Step 1: Launch Internet Explorer and make sure you see RSA Token Toolbar as shown below.
(Reminder: The 32 bit version of IE is required for the Token Toolbar, even if your PC is 64 bit)
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File Edit View Favorites Tools Help
%] (@] € O search Si¢Favortes € A~ iz 5 i 3

Address |&] http://rsadm.cingular.com/RSASWE/WXUserAuthenticationTest.do
~| 34081960 [ 71475390 | @

Step 2: If you do not see the RSA Token Toolbar, check whether it is on the machine by:
e Open Control Panel \ Programs \Uninstall a Program and see if RSA SecurlD is listed (do

not uninstall it)
* Open IE and press “Alt” and “V” then go to Toolbars and see if RSA is listed and has a
check mark next to it so it will display.
Step 3: IF your machine is a 64bit PC and you still cannot locate the Token Toolbar, follow these

instructions:

If using the Desktop IE Shortcut:
* Right-click the IE Shortcut and then select “Properties”.
*  For 32-bit IE the Target will be "C:\Program Files (x86)\Internet Explorer\iexplore.exe"
and this is the one that will work with the Token toolbar.
e For 64-bit IE the Target will be "C:\Program Files\Internet Explorer\iexplore.exe" and
this is one you do NOT want to use.

If using the Taskbar IE Shortcut (Blue “E” in the bottom left corner next to the Start button)

* Right-click and select to unpin
* Then in Windows Explorer go to "C:\Program Files (x86)\Internet Explorer\iexplore.exe'
and right click that file and select to pin to Taskbar.

10. Issues accessing OPUS from Windows version with touchscreen
Step 1: On a WINDOWS 8 or 10 computer, you may need to disable the Touch Screen in Device
manager of the desktop/laptop to prevent OPUS redirection to the OPUS Mobile site.

Step 2: Launch Internet Explorer in Desktop mode only.

11. Windows 8.1 Standard User Blocked from running Self Install Tool
Step 1: As a non-Administrator (Standard User) you are getting the error message below that
Windows SmartScreen prevented the App and needs Administrator approval to Run anyway.
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Windows protected your computer

Windows SmartScreen prevented an unrecognized app from starting. Running this app requires
administrator approval.

‘ Admin
[ ]

Password

Step 2: Login as Administrator and go to Control Panel \ System and Security \ Action Center
Step 3: Inthe left menu click “Change Windows SmartScreen settings” and select “Warn before
running an unrecognized app, but don’t require administrator approval”. Step 4: Press OK

| o Action Center = =

( (— ) v P ?’ » Control Panel » System and Security » Action Center v & Search Control Panel o]
Control Panel Home 5

Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review.

®' Change User Account Control

Security ®

| Change Windows SmartScreen
I Activate Windows now (Important)

Windows installation is incomplete. Go to Windows Go to Windows Activation

View performance inforgg Windows SmartScreen Ed

What do you want to do with unrecognized apps?

Windows SmartScreen can help keep your PC safer by warning you before running
unrecognized apps and files downloaded from the Internet.

(@ Get administrator approval before running an unrecognized app from the
Internet (recommended)

() Warn before running an unrecognized app, but don't require administrator
approval without

es, or reset it

() Don't do anything (turn off Windows SmartScreen)

Cancel

|

Some info is sent to Microsoft about files and apps you run on this PC.
File History Privacy statement

Windows Update

Windows Program
Compatibility Troubleshooter

Step 5: Log off as Administrator and log back in as non-Administrator.

Step 6: Attempt to run the Self Install Tool.
Step 7: If you see the screen below, click “More info” at this warning message.

AT&T Proprietary (Internal Use Only) Page 26 of 39

Not for use or disclosure outside the AT&T companies except under written agreement October 2018



Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put your PC
at risk

Step 8: Then click the “Run anyway” box to bypass and run the Sl Tool.

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put your PC
at risk.

Publisher: Unknown Publisher
App: Att RetailApps.RC Selfinstall.exe

| Run anyway I

12. Windows 10 Standard User Blocked from running Self Install Tool

Step 1: As a non-Administrator (Standard User) you are getting the error message below that Windows
SmartScreen prevented the App and needs Administrator approval to Run anyway.

Step 2: Login as Administrator and Open the Windows Defender Security Center, and click on the App & browser
control icon.

Step 3: Under Check apps and files, select Warn (see screenshot below)
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<~ Windows Defender Security Center — m] X

B3 App & browser control
m  Home Set up Windows Defender SmartScreen settings for apps and browsers.
J  Virus & threat protection

A Account protection Check apps and files

Windows Defender SmartScreen helps protect your device by checking for

(dD] ] it : i
7 Firewall 8 network protection unrecognized apps and files from the web.

| = App & browser control I

O Block
E Device security
% Device performance & health O off
ok Family options

Privacy statement

SmartScreen for Microsoft Edge

Windows Defender SmartScreen Filter helps protect your device from
malicious sites and downloads.

O Block
@ Warn

M e

Step 4: Click on Yes when prompted by UAC (User account control).
Step 5: You can now close Windows Defender Security Center.

Step 6: Log off as Administrator and log back in as non-Administrator.

Step 7: Attempt to run the Self Install Tool.

13. Troubleshooting Browser or OPUS Setup: Internet Explorer Reset Settings
(Suggested but NOT required as a pre-requisite)
a) Launch the IE browser
b) Select “Tools” and Click on “Internet Options” as shown below (if “Tool” option showing on IE,
hit “Alt and T” key to show tools menu on IE)
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(

‘ S| http://insiderweb.att.com/

File Edit WView Favorites Help

S E] Suggested Sites = Delete browsing history... Ctrl+Shift+Del
InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection

ActiveX Filtering

Fix connection problems...

Reopen last browsing session

Add site to Start menu

View downloads Ctrl+J
Pop-up Blocker >
SmartScreen Filter L4

Manage add-ons
Compatibility View settings

Subscribe to this feed...
Feed discovery 4

Performance dashboard Ctri+Shift+U
F12 Developer Tools

Report website problems
I Internet options

c) Click on “Advanced” tab and click on “Reset...” button as shown below

"internet Options N o e e S|

| General | security | Privacy | content | connections | Programg | Advanced

Settings

=} Accelerated graphics -

[] use software rendering instead of GPU rendering™ D

@ Accessibility

[] Always expand ALT text for images

Enable Caret Browsing for new windows and tabs
Move system caret with focus/selection changes
|| Play system sounds ]
Reset text size to medium for new windows and tabs
Reset zoom level for new windows and tabs

owsing

Always record developer console messages

Close unused folders in History and Favorites™
Disable script debugging (Internet Explorer)

|| Disable script debugging (Other)

|| Display a notification about every script error -~
« 1 | r

i

KO

*Takes effect after you restart your computer

I Restore advanced settings l

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

[ oK ] [ Cancel l [ Apply l

. E— —
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d) Click the check box “Delete personal settings” and click on “Reset...” button as shown below

-
Reset Internet Explorer Setting_;z. | ——

S

y lA Are you sure you want to reset all Internet Explorer

~—~— settings?
Resetting includes:
+ Disable toolbars and add-ons * Advanced options
+ Default web browser settings ¢ Tabbed browsing settings
* Privacy settings + Pop-up settings

+ Security settings

Delete personal settings

resets nome pages, search providers and Accelerators to default
settings. Deletes temporary Internet files, history, cookies, web form
information, ActiveX Filtering data, Tracking Protection data, Do Not
Track data, and passwords.

You must restart your computer for these changes to take effect.

How does resetting affect my computer? Reset | Cancel I
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e) Click on “Restore advance settings” button

-
Internet Options ' ‘| = |
— -

| General | security | Privacy | Content | Connections | Programs | Advanced l

Settings

[&] Accelerated araphics
[T1 Use software rendering instead of GPU rendering™
@ Accessibility
[T Always expand ALT text for images
7] Enable Caret Browsing for new windows and tabs
[T] Move system caret with focus/selection changes
[T Play system sounds l
7] Reset text size to medium for new windows and tabs
Reset zoom level for new windows and tabs
[==] Browsing
[T Always record developer console messages
[T] Close unused folders in History and Favorites™®
Disable script debugging (Internet Explorer)

|1 Disable script debuaaing (Other) ' 25
< | {1 "

am] »

*Takes effect after you restart your computer
[ Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. _

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

o) Ccmen ) [ Aoy

f) Now, Restart Internet Explorer

g) Enable the RSA Toolbar again with the following steps:
o In Internet Explorer, Select “View” --> “Toolbars” and Click on “RSA Toolbar” as shown below
(if “View” menu is not visible, hit “Alt and V" key to show the menu on IE)

N D = W
e 1> https://www.google.com/7gws_rd=zsl PL~ac

File Edit BUEWE Favorites Tools Help

E Google

X - Toolbars » v Menubar

& m b Explorer bars » | ¥ Favorites bar
ot < v Command bar
Stop Eec v Status bar
Refresh Fs McAfee SiteAdvisor Toolbar

v RSAToolbar
Zoom (90%) &
a) Restart Internet Explorer
h) Repeat Sections 1, 2, 3, 4, 5, 6, 7 [Refer Table of contents]
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14. COMS Portissue [Diagnose COM 8 Port and release COM 8 port]
OPUS and Self Install Tool Applications are designed to connect a computer to the Ingenico ISC250
Signature Capture device and Motorola Scanner ONLY over COM Port 8. However, there can be
situations where a PC is already configured to run other Software using COM Port 8, and the result
will be errors in the OPUS Self Install Tool. This document will provide steps to diagnose and release
COM 8 port for use by the Self Install Tool.

Root Cause
If you see the below error, it could be that COM 8 Port is being used by another application installed on
your computer.

3 OPUS Self Install Tool - LDRCQC3

W

P IAVA ORE) Device Information

P — Pt Vot A

Shared Device Mode:  Yes
W Signature Capture

Config. Bundle Verson: NA

Install
o — Driver Version on the Desitop:  2.60

Test
Could not connect 1o device(s).

Please follow the instructions below and press Retry.

+ Check to make sure the device(s) is powered on.

= Ensure the device(s) is connected to the desitop.

* Please ensure that you dose the POS (Point of Sale)
application before you try connecting/ testing the device(s).

« Press "Clear” and ™" key simultaneously on the 1SC250 device
keypad and hold until you hear the beep. Upon hearing the
beep, refease the keys and watt until device restart and show
the ATAT welcome scréen on device. Now click on the "Retry”
button below on this page.

a
& Hrmware Upgrade
Sca

¥

nner

(WE R
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Confirming the Root Cause Approach A
Step1: Click on Start and then Control Panel as show below

(o /‘) Paint

.P? Microsoft PowerPoint 2010 SHARMA, VIVEK

Documents

@ Att.RetailApps.RC.SelfInstall

Pictures
a sqldeveloper
; Music
% Setup-Uninstall

Computer
k StarUML
Control Panel
Q Q Enterprise Messenger

Devices and Printers
SecurlD - Shortcut

g myAT&T
Help and Support

= WordPad

Default Programs

Run...

Step 2: Click on “Device Manager” as shown below
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|3 » Control Panel » All Control Panel ltems »

|43 || Search Control Pane!

 File Edit View Tools Help

Adjust your computer's settings

¥ Action Center

KX Color Management.

@ Default Programs

& Display

| Folder Options

& Indexing Options

€ Keyboard

&% Network and Sharing Center
[ Phone and Modem

Administrative Tools

[fas Configuration Manager
[ Desktop Gadgets

w* DTS Audio Control Panel
JA Fonts

Intel(R) HD Graphics

[ Location and Other Sensors
Notification Area Icons

3B Power Options

[5g AutoPlay

Credential Manager

& Device Manager

@ Ease of Access Center

&l Getting Started

Internet Options

D Mail

M Performance Information and Tools

(& Programs and Features

Viewby: Smallicons ~

W Backup and Restore
9 Date and Time

&% Devices and Printers
Flash Player

& HomeGroup

(&) sava

& Mouse

i personalization

& Recovery

& Region and Language %5 RemoteApp and Desktop Connections & Sound & Speech Recognition

@) Symantec LiveUpdate @® Sync Center 18 System L Taskbar and Start Menu
Troubleshooting “® TRU-Install 8, User Accounts B Windows CardSpace
i Windows Defender P Windows Firewall %8 Windows Mobility Center & Windows Update

Step3: Now click on “Device Manager” and “Ports” as shown below.

fle  fcvon Yaw biep

LAl vl "l
& Computer Mansgemant (Lecal | o 5 GACOTLORSPEE Actions.
o |} System Tock @ Bstteren -
(D Vesk Scheduler © Burtooth Fados W
B Event Viewer 1S Computer More At »
o) aced Foldens s Dtk dnver
& Lol Users and Groupn B Cuspley stapten
1S Performance. o OVO/CD-ROM drves
1 °i Humaen lnterface Devicer
‘ G D€ ATAVATAP controliers
T Imagng deces
N | i iaiea Do you see COM 8 Port? If yes then
& Modems follow steps under "Release COM 8
& Monton - x
W Networs adspters Port g
[ 17 Poms [COUT& TPY] ) -
T Communcations Pont (COMY) § -

F £CP Privser Port (LPT1) f
B E Vetual Serl Pect v2 (COME) .
[T RM Vitul Serat Poct V2 (COMB | %
& Secunny Devsces
§ Sound vdeo and game controlien
W System devices
@ Universai Senal Bus controliers

Confirming the Root Cause Approach B
Step-1: Open the Device Manager (Start = Control Panel = Device Manager).
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Step-2: Expand “Ports (COM & LPT)” node and right click on [xxxxxx(COM8)] Properties

Ble Acion Yiew bep
% 2@ B0~
I Computer Management (Local | 4 (5 GACOTLOYSPESHS
2 ¥ System Tools » 4@ Batteries
+ (D Task Scheduler + ) Bluetocth Radios
o @ Event Viewer M Computer
o gl Shaced Folders + g Disk diives
& Local Users and Groups o B Display adapters
» S Peformance > o) DVD/CO-ROM drives
&2 Device Manager » R Human Interface Devices
« £ Stonge o g IDE ATA/ATAP] controllers
&f Dak Mansgement » 25 Imaging devices
» By Senvices and Applications ’ _Ktybouds
> 0 and other pointing devices
» A5 Moderns
» IR Mona,
5 &% Network adapters
e

~~~~~ ‘? Communications Port (COML)
5 ECP Printer Port (LPT1)

" RIM Virtual Serial Port v2 |
I @ RIM Vl;t;al Senal Port v2 (COM4)
(> . Processors

Step-3: Click “Port Settings” tab and click on “Advanced” button
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Bits per second: |:9600

Step-4: Now click on the drop down as shown below. If you see “COM 8” then follow the steps under the
section “Release COM Port 8”.
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[¥]Use FIFO buffers frequires 16550 compatible UART)

Select lower settings to comect connection problems.
Select higher settings for faster peffomance.

Receive Buffer: Low (1) ) wghogy 9

Transmt Buffer: Low () 1J wonee (9

Click oh the drop down, check to see COMS8,
if you see COMS then follow the steps under
"Release COM & Port" section.

Release COM 8 Port
Step-1: Open Device Manager (Start—>Control Panel-> Device Manager ).

Step-2: Expand the menu under the selection, Ports. Right click on COM 8 port as shown below and
select Un Install.
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oo 20 & 2 %S

A Comp\u« Management (Loai - mormm

o I System Took 3 Batteries
o (D) Task Scheduler © Bluetcoth Radios
[l Event Viewer & Computer
\ gl Shered Folders . Disk drives
» ¥ Local Users and Groups » B Display adapters
. (8 Performance ) DVD/CO-ROM drives
& Device Manager » OF Human Interface Devices
53 Storage @ IDE ATA/ATAP! controliers
&f Disk Management =) Imaging devices
b [ Services and Applications = Keybowds

& Modems

K Monttors

¥ Network adapters
4 "F Ports (COM & LPT)

*F ECP Printer Port (LPT1)

{5 RIM Virtual Serial Port {

7 RIM Vietual Sesial Port |
» [ Processoes

P Security Devices

/& System devices
9 Universal Serial Bus contr

< | m o

Uninstalls the deiver for the selected device.

I Mice and other pointing devices

¥ Communications Poet (COM1)

- Sou\dwdeomdglmc(c: =

wénmmm
Scan for hardware changes
Properties

Step-3: Close Device Manager

Step-4: Re-Launch Self Install Tool and run the Signature Capture Test flows.

How to check if I'm logged in as Admin or Non Admin User
Step-1: Click on date/time at right side of taskbar -> Click on Change date and time settings... link, as

shown in below screen:
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Clock2

Th Fr Sa |
0 31 1 |
6 7 8
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200 2
27 8 9
345 9:43:18 AM
Friday

Change date and time settings... I

9:43 AM

A % @ a0

8/14/2015

Step-2: Click on date and time.... Button, as shown in below screen:

If you are “unable to continue” to change date — that means you log in as non Admin user....

[ Tbate and Time ==

Date and Time

Additional Clocks |

Date:
Friday, August 14, 2015

Time:
9:46:15 AM

| [ ¥ Change date and time... ]I

Date and Time

f@‘. Unable to continue
This program is blocked by group policy. For more .
information, contact your system administrator. g Yhe
[ oK ] [ cancel ] Apply
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